Confiqure Laptop to Eduroam Wireless

Windows 10 Operating systems

Configuring eduroam Using the Taskbar

<  Wi-Fi
1. To configure Windows 10 for eduroam, select the wireless icon in /,'% S asars
the taskbar menu. If you do not see the wireless icon, select the icon
that expands your taskbar menu, then click the wireless icon.
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2. Select the eduroam wireless icon, then Connect. When prompted to enter your user name and password, enter

your student email address as your user name e.g john.doe@students.jkuat.ac.ke and your Password is your
registration no in lowercase. Click OK.

3. In the security box, click the Connect button.
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Continue connecting?

If you expect to find eduroam in this location,
go ahead and connect. Otherwise, it may be a

different network with the same name
Show certificate details

Connect

Wi-Fi Card Setting Changes

There are Wi-Fi card settings that must be changed in order for eduroam to continue to connect properly.

1. Select the Windows icon in the lower left portion of your screen. In the Search field, enter change wi-fi
settings. If you do not see a search field, just start typing the words and the search field will appear.

In the returned results, select Change Wi-Fi Settings.
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Network & Internet window, select Wi-Fi on the left side.

Under the Wi-Fi heading, scroll down on the right hand side and select Change adapter options.

Settings

Hotspot 2.0 networks

2 Home

Hotspot 2.0 networks might be available in certain public places,
like airports, hotels, and cafes.

Let me use Online Sign-Up to get connected
@ off

When this is turned on, you can see a list of network providers for
Online Sign-Up after you choose a Hotspot 2.0 network.

Paid Wi-Fi services

Get online when you're on the go by buying Wi-Fi. When turned
X on, Windows will temporarily connect to open hotspots that aren't
Airplane mode secure to see if paid Wi-Fi is available.

@ on

Mobile hotspot

Data usage Related settings

Proxy Change adapter options (

Change advanced sharing options
Network and Sharing Center
HomeGroup

Windows Firewall

In the Network Connections window, double-click the Wi-Fi icon.
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Wi-Fi Status window, click the
Wireless Properties button. affll Wi-Fi Status
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In the eduroam Wireless Network
Properties window, select the
Security tab.

eguroam Wegpisss et ork Froperties

Under Choose a Network Secartty iow TN
Authentication Method heading,
select Microsoft Protected EAP
(PEAP).

ENCrypon type! AES
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Microsoft: Protected BAP (FEAF)
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Click the Settings button.

Protected EAP Properties window,
deselect the box next to Verify the
server’s identity by validating the
certificate. Adances setngs
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10. Under the Select Authentication Method heading, click the Configure... button.

Protected FAP Properties

When coanecting:

— Ierify the servar's identity by validating the certficatel
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11. Inthe EAP MSCHAPV2 Properties  window,
make sure the box next to Automatically use
my Windows logon name and password  is
NOT selected. Click OK, then OK. Sefect Authentication Method

Secured password (EAP-MSCHAP v2) ﬁ Configure...

/| Enable Fast Reconnect

Netfications before connectng:

' ety

1 Qisconnect f server does not present aryptobincing TLV

L Enable Jentity Privacy

EAP MSCHAPvZ Properties

Whan camnecing

> [ Aulomatcslly use iy Windaws logen name and
password (and doman if any)

12. The eduroam Wireless Network Properties windows is visible. Click the Advanced settings
button.

13. Under the Specify authentication mode: heading, select User authentication in the drop-down
menu.
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14. Click the Save credentials button.

Acvanced settings
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15. In the Windows Security window, enter your students email as your User name and your reg
no in lowercase as your Password. Click OK. Click OK in the remaining windows.

VAndows Secunty

Save credentials
Saving your credentials allows your computer to connect 1o the network
when you re not ‘qﬂl‘\‘ﬂ on (for example. 10 download updates

John.doe@students.ku.ac.ke

Password

For further support kindly do an email: support@ku.ac.ke
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