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1. From the Control Panel open the Network and Sharing Center or, from the Settings Search Panel

(Winkey+W) search for sharing center
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2. From the list of tasks select Setup a new connection or network.



Windows 8 — eduraom Configuration

<[5 « Network andIntemet » Network and Sharing Center v [42 ||| search Cantrol Panet Pl
Control Panel Hol , . . . . ®
sl View your basic network information and set up connections
Manage wireless networks *1 R 9 See full map
Change adapter settings KATE v
Change advanced sharing (This computer]
settings
View your active networks Connect to a network
You are currently not connected to any networks.
Change your networking settings
y Set up a new connection or network
' Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
? Connect to a netwark
* Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
4 Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
See also 5 ; et .
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options
Windows Firewall
[ . - [N = S

3. When asked to choose a new connection option select Manually connect to a wireless network
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h\“_;J f Set Up a Connection or Network

Choose a connection option

| »

| Connect to the Internet

Set up & wireless, broadband, or dial-up connection to the Internet.

§ 5et up a new network

| «ug, Configure a new router or access paint.

Manually connect to a wireless network
wa Connectto a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

. ,,.rh-I Set up a dial-up connection

Connect to the Internet using a dial-up connection

I
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4. You will then be asked for information about the wireless network.
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@ ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: eduroam

Security type: WPAZ-Enterpnise > |

Encryption type: AES v

S.ecurrt'_v Key’: Hide characters

J| Start this connection automatically

| Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

| Nex || Cancel

In the Network name box , type eduroam (note the lower-case 'e’).
From the drop-down lists:
For Security type choose WPA2-Enterprise (or WPA-Enterprise if your wireless card doesn't support WPA2)

For Encryption type choose AES (or TKIP if your wireless card doesn't support AES)

Select Next . You should now be told that eduroam has been successfully
added. Select Change connection settings .
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@ & Manually connect to a wireless network i w0

Successfully added edurcam

I
tgk Char IgE Conneciion sewngs
Open the connection properties so that | can change the settings.

This will bring up the network wireless connection properties.

5. On the Connection tab uncheck Connect to a more preferred network if available. The result should look

like:-
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Name eduroam
sslD eduroam
MNetwork type: Arcess point

Metwork avalabiity: Al users

|| Connect automatically when this network is in range
|| Connect to a more preferred network if available
|| Conmect even if the network is not broadcasting its name (551D

ok || concel |

6. Select the Security tab.
From the drop-down list for Choose a network authentication method choose Protected EAP (PEAP)

Select Settings...
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[ connecton| Seauty |

eduroam Wireless Network Properties 23

Security type: |wWeAZ Enterprse -

Encryption type: | AES -

Choose a network authentication method;
Microsaft: Protected EAP (PEAF) || setings |

[¥] Remember my credentials for this connection each
time I'm logged an

Advanced settings

ok || Cancel

!

7. Complete the settings in this dialogue box as shown:
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r
Protected EAP Properties ﬁ

YWhen connecting:

[ |validate server certificate;

D Connect to these servers: L

Trusted Boot Certification Authoritizs:

[ ] AddTrust External CA Root

[7] cClass 3 Public Primary Certification Authority
[7] GTE CyberTrust Global Root I
[T Microsoft Root Authority

[[] Microsoft Root Certificate Authority
|:| Thawte Premium Server CA

[T Thawte Timestamping CA

|:| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) V] [ Configure...

Enable East Reconnect

[T]Enforce Metwork Access Pratection

|| Disconnect if server does not present cryptobinding TLY
Enable Identity Privacy

QK ] [ Cancel

Make sure Validate server certificate is not ticked.

8. The drop-down list under Select Authentication Method should already have Secured password (EAP-

MSCHAP v2)selected - select the Configure... button next to it to open the EAP MSCHAPV2 Properties
dialogue box:

-

-

EAP MSCHAPY2 Properties =

When connecting:

A Automatically use my Windows logon name and
password (and domain i ary).

| oKk || cance |
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9. Untick the box next to Automatically use my Windows logon name and password (and domain if

any) then select OK, then select OK to close the Protected EAP Properties dialogue box

10. Now, from the Security tab select Advanced settings.

[ )

Advanced settings @

802, 1¥ settings | 802, 11 settings |

Spedfy authentication mode:

[L.Iser authentication T] [ Save redentials

Delete credentials for all users

[T Enable single sign on for this network

i@ Perform immediately before user logon
Perform immediately after user logon
10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANS for machine
and user authentication

K ] [ Cancel

11. Check that you have the 802.1X settings tab and, from the pull-down menu select User

authentication then select OK

12. Now Select the 802.11 settings tab. Check that Enable Pairwise Master Key (PMK) caching is not ticked.
13. Select OK to close all the various dialogue boxes

14. Select Close to close the "Manually connect to a wireless network" box.

15. Use Win+C and Settings to find the wireless settings icon. Click on the icon and you should see eduroam

listed as a wireless network

16. Check the Connect automatically box next to eduroam and then click on Connect
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off [ |
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17. After a short period of time your computer should tell you Checking network requirements and then

display a dialogue box prompting for your credentials.

18. Complete the dialogue box using the Network Authentication credentials given to you by the ICT hepdesk
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Network Authentication

Password

User name

Domain:

Your User name will be the eduroam identifier shown (typically your name or registration number followed by

@ku.ac.ke where institution.ac.ke is your University doman eg ku.ac.ke for Kenyatta University).
Your Password will be the password provided by the ICT helpdesk.
19. Select OK.

All the settings you have made are stored in your computer and should not need re-entering each time you

connect.



